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Bath & North East Somerset
Local Safeguarding Children Board




Exemplar Schools Online Safety Policy

Part of the Safeguarding Strategy
(See also policies on Child Protection, Behaviour Policy, Anti-Bullying, Internet   Policy, Acceptable Use, Mobile Devices, Data Protection /Security Policy, Computing and Complaints - delete/add as applicable)
1. 
Aims and objectives

New technologies have become integral to all our lives in today’s society – and not least to children and young people. Children will need to develop high-level ICT skills, not only to maximise their potential use as a learning tool, but also to prepare themselves as lifelong learners and for future employment.

The internet and associated technologies are powerful tools for learning. They have the potential to access information at high speed and to empower children to take an increased level of ownership over their learning. The use of the internet and associated technologies in school are tools that provide our children with exciting opportunities to pursue ‘personalised learning’. The purpose of this policy is to ensure Online Safety (previously known as Online Safety) risks are minimised, not only for children and young people, but for their parents and the other members of the school community through 3 key areas: Policies and practice; Education and training; and infrastructure & technology. This will allow all members of the school community to make the most of the internet’s potential (and its associated technologies) for learning and everyday living. (Please amend all highlighted areas in this policy in particular to make appropriate for your establishment or use South West Grid for Learning templates in Appendix 2)
Aims

· To build both an infrastructure and culture of Online Safety
· To ensure safe access to on-line material for all users

· To provide guidelines for internet use that is planned, task-orientated and educational within a regulated and managed environment – that accords with our school’s ethos. (This includes use by adults and children.) 

· To establish Acceptable Use Agreements for all members of the School Community, covering the conditions of responsible internet and technology use for all users including use of learning platforms such as Merlin online (both at home and school).

· To create guidelines that will lead to a safer online for children and will include filtering appropriate to the age of the children.
· To ensure that children will be taught what is acceptable and what is not acceptable and given clear objectives for responsible Internet use - including: an ability to evaluate the quality, accuracy and relevance of information on the internet; Plagiarism and copyright infringement; illegal downloading of music or video files.
· To ensure that children and teachers are aware of ‘cyber-bullying’, how to prevent it happening how to stop it if it occurs, and including how to report. 
· To ensure that staff are aware of the need for them to understand how the internet is being used by pupils at the school (or by young people in general)
· To provide information to parents to enable them to both support and proactively contribute to the school’s Online Safety framework (including the potential for excessive use which may impact on the social and emotional development and learning of their children)
2.
Schedule for Development, Monitoring and Review

· The implementation of the Online Safety policy will be monitored by an Online Safety working group and Online Safety Leader, who will report annually to the Governors.

· The impact of the policy will be monitored by the Online Safety working group by looking at: 

Log of reported incidents

Internet monitoring log

Surveys or questionnaires of learners, staff, parents and carers

Other documents and resources

Future developments 

· The Online policy will be reviewed annually or more regularly in the light of significant new developments in the use of technologies, new threats to Online Safety or incidents that have taken place. As children’s use of mobile devices grows rapidly there needs to be some recognition that the monitoring of the school network is only part of the solution as many children and young people will be using mobile devices on 3 and 4G and so will not need to use the school network.

3. 
Teaching and learning

3.1
The Internet is an essential part of our lives today in education, business and social interaction. Name of school has a duty to provide students with quality Internet access as part of their learning experience. 

3.2 
A progressive planned Online Safety education programme takes place through discrete lessons and across the curriculum, for all children and young people in all years and is regularly revisited. 

· Key Online Safety messages are reinforced through assemblies, Safer Internet Week (February) and throughout all lessons where appropriate
· Pupils are taught to keep themselves safe online and to be responsible in their use of different technologies

· The Internet is an essential part of the curriculum.  Where appropriate, and particularly with younger children, pupils are guided to use age appropriate search engines for research activities. (Delete if not appropriate to your school) Staff are vigilant in monitoring the content of the websites visited and encourage pupils to use specific search terms to reduce the likelihood of coming across unsuitable material.  Processes are in place for dealing with any unsuitable material that is found in internet searches

· Pupils are taught to be critically aware of the content they access on-line and are guided to validate the accuracy and reliability of information.
· The positive use of technology, rather than the negative, should be emphasised in order to promote self-esteem, assertiveness and encourage a learning environment

· Children will be taught the importance of not sharing personal information and photographs over the internet. As children get older it is particularly important that children are made aware of what is safe to share and how as older children cannot do certain things online without sharing some personal information.
· If video-conferencing is used, children will be supervised by a member of staff

· Pupils are taught to respect copyright when using material found online and to acknowledge the source of information 

· Pupils will agree and sign an age appropriate agreement for using the internet responsibly [also to be agreed in class rules] at the beginning of each school year, which will be shared with parents and carers

4. 
Online Bullying (Cyberbullying)
Name of school does not tolerate any form of bullying, including online bullying.  (Please also refer to the School’s Anti-bullying policy.)

In the unfortunate case of a cyberbullying incident, the School will follow procedures in place to support the individual(s) concerned and identify main causes of the problems as well as others concerned.   

All incidents of cyberbullying reported to the school will be documented, recorded and investigated. Pupils, staff and parents and carers will be advised to keep a record of the bullying as evidence. 

Staff should adhere to the following guidelines for helping the online bullying victim. (Please also refer to anti – bullying policy and the recent national guidance www.childnet.com/cyberbullying-guidance )
1. Reassure that they have done the right thing.

2. Acknowledge that it is difficult to tell but do not promise confidentiality.

3. Reiterate that no one has the right to do that to others

4. Ensure school has a culture which does not tolerate bullying.

5. Advise the victim not to retaliate or return the message but keep evidence (e.g. time and date, content of message preferably on the device itself) and take it to designated child protection staff and /or head teacher.

6. Write down everything that has been disclosed as soon as possible.

7. Report the incident to the Online Safety Teacher who will then record it in the Online Safety incident log
8. This policy applies to both children and adults in the school community.

5. 
Managing Internet Access (Please select how much of this section is relevant to the system you use/age range of pupils)
5.1 
Information system security

School computer systems (including audits of the safety and security of the systems) will be regularly reviewed with the ICT Technician

Virus protection will be updated regularly 

Security strategies will be discussed with the Local Authority and the ICT Technician. See Guide for Appropriate Filtering and Monitoring (Sept 2016) 
5.2    The safe use of the computer network
· All users will have clearly defined access rights to school ICT systems. Details of the access rights available to groups of users will be recorded by the Network Manager (or other person) and will be reviewed, at least annually, by the Online Safety Committee (or other group)
· Older children (generally accepted by Ofsted as KS2) should have individual passwords.
· The “master / administrator” passwords for the school ICT system, used by the Network Manager (or other person) must also be available to the Headteacher and ICT Leader and kept in a secure place (eg school safe)

· Users will be made responsible for the security of their username and password, must not allow other users to access the systems using their log on details and must immediately report any suspicion or evidence that there has been a breach of security

· Where temporary access of ‘guests’ may be needed, the ICT Leader with the ICT technician will set up access and the Online Safety Officer will ensure the AUP has been signed and the Internet Safety Policy read

· Pupils will be taught how to log on and off correctly.
· Pupils will have individual named user files that they can use to store their work and files within the network. These are located within class folders on a designated pupil home folder drive.
· The school ICT systems will be reviewed regularly with regard to security. 

· The school will use SOPHOS Anti-Virus Protection. Updates will be administered by the school ICT technician.

· Files held on the school’s network will be regularly checked by the ICT Subject Leader and by class teachers. Where inappropriate material, or an excess of material, is found to be stored in an individual user file the necessary action will be taken to rectify the problem. This might lead to school disciplinary action
5.3 The safe use of websites and the internet

· The school uses a web based filtering system provided by RM SafetyNet through the South West Grid for Learning (SWGfL). This system provides three tiers of filtering safety.

a) RM SafetyNet provide a filter service for all schools as part of the

b) SWGfL. This is updated constantly using information from Local

c) Education Authorities, web-based watch dogs and from research

d) carried out by RM themselves

e) This service is refined by the Local Authority (LA), who receive information from schools regarding inappropriate sites that have slipped through the filter

· Schools have a local facility to block specific sites or keywords from

· searches. This ensures maximum and immediate high level filter

· protection.

· This provision is in addition to standard filtering software installed on each PC as standard which will also be set at maximum.

· Children do not have unauthorised access to the internet. Younger children will  be supervised by a member of staff when accessing on-line material.

· All users of the internet will follow the agreed guidelines for safe and acceptable use (see Acceptable Use Agreement (pupils) – appendix 1; and Acceptable Use Agreement (staff and adults in school)). Any user found to be in violation of these guidelines will be subject to school discipline procedures. Repeated violations would cause that user to be banned from using the internet in school and in the case of adults, banned from working with children. 

· Parents and children will be asked to sign and return a consent form before their child is permitted to use the internet or e-mail in school. Please see the Acceptable Use Agreement (appendix 1a)

· Staff and Adults in school will be asked to sign and return the Acceptable Use / ICT Agreement form (Appendix 1b)

· The school will keep a record of all staff and children who are granted Internet access.  The record will be kept up-to-date, for instance a member of staff leaving or the withdrawal of a pupil’s access

· Children will be guided to suitable web sites – pre-checked as suitable for their use. Often blocks are put in place by the school on sites deemed not suitable
· If staff or children discover unsuitable sites, the URL (address) and content must be reported to the Internet Service Provider via the ICT Subject Leader.

· Should inappropriate material be found, staff and children should take the following action:

1. Switch off the monitor. DO NOT switch off the computer.

2. Children should notify an adult immediately. This would usually be

      the child’s class teacher.

3. The adult should report the incident to the ICT Subject Leader

      immediately who will record the URL (address) of the web-site and

      any keywords that might have been used in the search. 

      Both will be added to the school banned list. If s/he is unavailable

      the adult should refer the matter to the Headteacher AND record all                       

      details in the ICT Log Book  

4. In the rare event that an incident should occur, a standard letter will

      be sent home to the child’s parent(s)/Guardian(s) to inform them 
5.  The incident will be recorded in the Online Safety incident log kept by the Online Safety teacher.
· Rules for responsible Internet access will be posted near all computer systems and children helped to understand them.  [Appendix 3]
· All users will be taught how to use learning platforms (Merlin) safely and responsibly and all members of Merlin will have their own user name and password.

· Children will be informed that Internet use (including use of Merlin) will be monitored. 

· Instruction in responsible and safe use will precede Internet access. Resources could include Digiduck and Smartie (from Childnet) for younger children. A planned Online Safety programme will be provided as part of  ICT / PHSE / other lessons and should be regularly revisited – this will cover both the use of ICT and new technologies in school and outside school. In addition key Online Safety messages will be reinforced as part of a planned programme of assemblies

· Children will be taught to be critically aware of the materials / content they access on-line and be guided to validate the accuracy of information. They will also be taught to acknowledge the source of information used and to respect copyright when using material accessed on the internet   
6.
E-mail 
  a)     Class e-mail

Pupils may only use approved class e-mail accounts.  The password for the class email will be kept by the class teacher

Class emails will only be used in conjunction with class projects and will be overseen by the class teacher(s)/TA   

Pupils will be taught not to reveal personal details of themselves or others in e-mail communication

Incoming e-mail to class email addresses will only be opened if the author is known 

Any offensive emails must be reported to a teacher/TA 

The School will not allow forwarding of chain letters

  b)     Staff e-mails
· Personal email addresses (e.g. Yahoo, Hotmail, Gmail) will not be given to any parents or children

· Any communication over email between staff and parents will be via the school email system i.e. using a bathnes.gov.uk email address (or via School office)
· All communication between adults and children will take place within clear and explicit professional boundaries – and, where age appropriate, with the prior consent of parents/carers. Adults will not share any personal information with a child and they should not request or respond to any personal information form the child other than that which might be appropriate as part of their professional role. Adults MUST ensure that all communications are transparent and open to scrutiny. 
· Any offensive emails must be reported to the Headteacher/SMT

· Staff should not contact pupils via personal email 

· Staff must use children’s initials in emails and use encrypted memory sticks when transferring data

N.B. Any user found to be using e-mail for sending inappropriate messages will be subject to school discipline procedures. Repeated violation of these guidelines by any one user will cause them to be banned from using e-mail in school

7.      Data Protection

7.1  
Personal data will be recorded, processed, transferred and made available according to the Data Protection Act 1998 which states that personal data must be:

· Fairly and lawfully processed

· Processed for limited purposes

· Adequate, relevant and not excessive

· Accurate

· Kept no longer than is necessary

· Processed in accordance with the data subject’s rights

· Secure

· Only transferred to others with adequate protection.

[Please see our Data Security Policy]

The South West Grid for Learning (SWGfL) Data Protection Policy provides full details of the requirements that need to be met in relation to the Data Protection Act 1998.  

The school will:

· at all times take care to ensure the safe keeping of personal data, minimising the risk of its loss or misuse
· use personal data only on secure password protected computers and other devices
· ensure that users are properly “logged-off” at the end of any session in which they are accessing personal data
· store or transfer data using encryption and secure password protected devices (data via email without password encryption is not always deemed as secure)
· laptops and USBs should be encrypted if photos or personal data for pupils is being taken off-site
· make sure data is deleted from the device once it has been transferred or its use is complete
7.2
Published content and the School website 

The contact details on the website will be the school address, e-mail and telephone number. Staff and pupils’ personal information will not be published on the website.  

Class teachers will have overall responsibility for content published on their class pages.  

 7.3
Publishing photographs, images and work 
· Parents should be clearly informed of the school policy on image taking and publishing ( add name here)
· A general written permission note from parents or carers will be obtained so the school can use images in newsletters and online
· Staff are encouraged to take images to support educational aims using school devices and not their personal ones.  However, they must ensure they follow guidance in the Internet policy concerning the sharing, distribution and publication of those images
· Photographs and video taken within school are used to support learning experiences across the curriculum, as well as to provide information about the school on the website

· When using digital images, pupils should be educated about the risks associated with the taking, use, sharing, publication and distribution of images (including on social networking sites)

· Images or videos that include pupils will be selected carefully and will not provide material that could be reused 

· Photographs or video are not to be taken in school for any purpose by members of the public without permission from the Headteacher/Senior Management Team.
· Schools could encourage parents/carers to consider the following ideas before they share photos or videos online [from the Information Commissioners Office]:
· Some children and adults are at risk and MUST NOT have their image put online. Not all members of the school community will know who they are – so ALWAYS ask permission before sharing photos or videos online

· Once posted and shared online any image or video can be copied and will stay online forever

· Some people do not want their images online for personal or religious reasons

· Some children, families and staff may have a complex family background which means that sharing their image online can have unforeseen consequences

· In order to keep all members of the school community safe we must all ‘Think Before We Post' photos and videos online

8. 
Social networking

· Where possible/age appropriate, staff will check the content of websites before using the internet to support learning
· Class blogs will be password protected and will run from the school website with approval from the Senior Management Team.  Class blogs will be overseen by the class teacher

· Pupils, parents and staff will be advised on the safe use of social network spaces

· Staff are advised to use strong privacy settings if using social media
· The School will control the use of social media and social networking sites. Currently, the School does not allow use of social media and social networking sites in school unless educational and discourages their use out of school

· Pupils will be taught to not give out personal and location details on social media and social networking sites.  They will be encouraged to use nick-names and avatars 
9.
Personal Publishing 

· Pupils will be taught via age appropriate sites suitable for educational purposes 
· Parents and carers will be contacted by the School if there are any concerns regarding pupils’ use (in and out of school) of social media, social networking and personal publishing sites, particularly concerning situations where pupils are using sites which are not age appropriate. (Add/Delete if appropriate for you establishment/age range)
· The personal use of email, social networking, social media and personal publishing sites will be discussed with staff as part of staff induction and relevant matters will be raised in Staff Meetings/ongoing staff training.  Safe and professional behaviour is expected of all staff 

10.
Mobile phones

· Staff and volunteers are expected model ‘acceptable use’ to the children and to only use mobile phones during break, lunchtimes or during non-contact time and not use them while they are with children / discharging their professional duties.   

· Staff should not to use their personal mobile phones to contact pupils, parents and carers except in exceptional circumstance when the number should be preceded by 141 to protect privacy 
· Pupils are asked to not bring mobile phones in to School but if parents request this for a specific purpose the phone must be handed in to the School Office/ children will not use one during the school day or on any part of the school site. Any phones should be kept in bags and turned off. 

(Add expectation for your school here)

11.      Assessing risks and reporting incidents 

11.1
Staff will ensure that technology is being used appropriately to support learning and where possible will consider whether the technology has access to inappropriate material. However, due to the global and connected nature of internet content, it is not possible to guarantee that access to unsuitable material will never occur via a school computer.  The School cannot accept liability for the material accessed, or any consequences resulting from internet use. 

Any user found to be in violation of these guidelines will be subject to school discipline procedures. Repeated violations would cause that user to be banned from using the internet in school and in the case of adults, banned from working with children (amend as appropriate).
11.2 
Managing filtering 

· Content accessed through the School’s internet system is managed and filtered by SWGfL (amend as appropriate). Guidance is available from Childnet: http://www.childnet.com/blog/appropriate-filtering-and-monitoring-required-in-schools-from-5th-september
· Any inappropriate content must be reported to the nominated Online Safety Leader or Headteacher.  Procedures will be followed to report inappropriate content to SWGfL and reviews will be carried out on the security of the system.   

11.3 
Reporting Incidents 

· The School will ensure all incidents are reported and responded to as necessary, following guidelines from SWGfL/Somerset Learning Platform.  

· Any complaints about Internet misuse will be dealt with by the Headteacher and Online Safety Leader.   

· Reported issues about safeguarding will be referred to the Headteacher, who will follow guidelines in accordance with the Child Protection Policy.   

· All members of the School community will be notified of the complaints procedure.

12.
Authorising Internet Access

· All staff must read and sign the ‘Staff Code of Conduct for ICT’ before using 

any school ICT resource.  The school will maintain a current record of all staff and pupils who are granted access to school ICT systems. 
· Parents and children will be asked to sign and return a consent form for children to be allowed to use the Internet.  Pupils must agree to comply with the Responsible Internet Use statement before being granted Internet access. 

· Any person not directly employed by the school will be asked to sign an agreement on acceptable use before being allowed to access the Internet on the school site. 
13.
Communicating the Online Safety Policy 

Pupils:

· Pupils will be taught Online Safety through PSHE and in other subjects where appropriate including the ICT curriculum and staff will reinforce Online Safety messages in the use of ICT across the curriculum to increase pupils’ awareness of issues and how to deal with them.

· Online Safety guidelines will be clearly displayed by computers and children and young people will be made aware of these

· Pupils will understand that internet use will be regularly monitored and reviewed

· Children will be expected to sign the Acceptable Use Policy.

· Children will be made very aware that a member of staff can see all changes and messages on the VLE and that improper use could result in the withdrawal of membership
Parents: 

· Parents will be invited to attend a meeting on Online Safety held in School or with other cluster schools. These will reinforce the key Online Safety messages from this policy and provide parents with information to support all children (and the wider school community) in staying safe as they use the internet and associated technologies. Materials provided will include reference to the SWGfL’s “Golden Rules” for parents.
· Parents will be asked to discuss and sign Acceptable Use Policy on entry into school and then again in Year x/annually.
· As part of the Online Safety curriculum, children will also receive any relevant information available to share with their family.
· Where specific advice is received from time to time through external sources such as ‘Thinkuknow’, it will be passed on to parents through school induction events/newsletters / emails/ website. 

 Staff:

· It is essential that all staff receive Online Safety training and understand their responsibilities, as outlined in this policy. Staff will understand that Internet traffic can be monitored and traced back to the individual user.  Professional conduct is essential. KCSIE makes clear that staff training on online safety needs to be integrated and planned into the overall safeguarding approach.  Initial signing and review of the Staff Acceptable Use Policy during Induction Safeguarding Interview

· Regular reviews of the Internet Safety Policy

· Discussion with ICT Leader on delivering the Online Safety curriculum 

· Staff Development Interviews and the annual ICT skills audit

· The Online Safety Officer will stay updated with latest information through CP Forum and Thinkuknow / SWGfL contacts

· The Online Safety Officer will provide additional advice / guidance / training as required

Governors:  

· Governors will be given the opportunity to take part in Online Safety training / awareness sessions – particular the Governors with responsibility for ICT and Child Protection – through: 

· Attendance at training provided by the Local Authority / National Governors Association  / SWGfL or other relevant organisation
· Participation in school training / information sessions for staff or parents

· Regular reviews of the Internet Safety Policy

· Signing their Acceptable Use Agreement (See UKCCIS guidance Appendix 2) 

This policy was agreed by staff on: add date
This policy was agreed by the Standards & Curriculum Committee at its meeting held on: add date
This policy was adopted by the Governing Body at its meeting held on: add date
Signature of Chairperson of Governing Body: add date
Next Review Date: Annually (or earlier due to change in statutory guidance/internal review)

Appendix 1: Staff Self-Check List:

Internet

I have checked against the internet permission returns and know who is and who is not allowed to use the internet.

 My children know that should they find a web page that upsets them they are to turn off the monitor and see me immediately.

I know the procedure for reporting bad internet sites.

I have checked that no one can use the internet without supervision, particularly at wet plays or lunch times.

I will only use the Internet, ICT equipment or other technologies according to school policy and within clear and explicit professional boundaries. The consequences of any breach of trust could lead to me being banned from working with children and possible legal proceedings 

E-mail

I check children’s school e-mail accounts as appropriate to ensure that they are used in a safe, purposeful and appropriate manner.

I am aware of the user restrictions that will be applied to the user accounts held by the children in my class.

I will only communicate with children following prior consent of their parents / carers, in accordance with school policy and within clear and explicit professional boundaries

I will only use school email accounts for school communications

Other Technologies

I have saved digital photographs into a class picture folder.

I have not identified individuals when uploading onto Merlin or school web site.

I will only record images with due regard to the law and the need to safeguard the privacy, dignity, safety and wellbeing of children. I have obtained prior informed written consent from parents or carers and agreement where possible from the child 

I will avoid images in one to one situations or which show a single child with no surrounding context 

I know it is NOT appropriate for any adult to take photographs of children for their personal use. I will report any concerns I have about inappropriate or intrusive photographs I find

I will not use mobile phones or personal devices to take images of children

I will model the acceptable use of mobile phones and other technologies

I will not take images in ‘secret’ or in any situation which may be construed as ‘secretive’ 
I have read and understood the Internet and ICT Safety Policy

I have signed, returned and taken note of the Acceptable Use (Internet / Associated Technologies) Agreement (Staff & Adults)
Appendix 2: References (& Resources/Links) 

LSCB E Safety Strategy

http://www.bathnes.gov.uk/sites/default/files/sitedocuments/Children-and-Young-People/ChildProtection/e-safety strategy_june_2016.pdf
UK Council for Child Internet Safety (UKCCIS)
https://www.gov.uk/government/uploads/system/uploads/attachment_data/file/562876/Guidance_for_School_Governors_-_Question_list.pdf
Somerset Learning platform 

http://bit.ly/elimsomersetpolicies
South West Grid for Learning 

http://www.swgfl.org.uk/Staying-Safe
SWGFL Policy template
http://swgfl.org.uk/products-services/esafety/resources/online-safety-policy-templates
Online Safety FAQs

http://swgfl.org.uk/FAQs/Online-Safety-FAQs
360 Degree Safe 

https://360safe.org.uk/
360 Degree Safe self-review tool (free)

https://360safe.org.uk/About-the-Tool
Childnet; including Cyberbullying and Filtering guidance 

http://www.childnet.com/
www.childnet.com/cyberbullying-guidance
http://www.childnet.com/blog/appropriate-filtering-and-monitoring-required-in-schools-from-5th-september
Kidsmart 

http://www.kidsmart.org.uk/
Digital Parenting Magazine
http://www.theparentzone.co.uk/vodafone_digital_parenting_magazine/2248_0
Internet Matters (for parents)

www.internetmatters.org
NSPCC – Net Aware

http://www.net-aware.org.uk
www.thinkuknow.co.uk
www.saferinternet.org.uk/about/helpline 
Appendix 3: Useful Documents:
UKCCIS Guidance for Schools
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Key Documents For Schools from Karl Hopwood http://www.esafetyltd.co.uk/
 (Accurate as of December 2016)
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Online safety in schools and
colleges: Questions from the
Governing Board UK COUNCIL FOR CHILD INTERNET SAFETY

1. Does the school/college have online safety and acceptable use policies in place? How does the
school/college assess that they are clear, understood and respected by all children and staff?

The Department for Education’s (DfE) 2016 Keeping Children Safe in Education (KCSIE)
statutory guidance states that “"Governing bodies and proprietors should ensure there are
Why this appropriate procedures in place...to safeguard and promote children’s welfare...which should
ueZtion'? amongst other things include... acceptable use of technologies...and communications including
q " | the use of social media.”* However, the 2015 Ofsted Inspection Data reported that 5% of
schools didn’t have an online safety policy.
Systematic and regular review of online safety policies, at least on an annual basis.
What to B Evidence that online safety policies are freely and readily available (e.g. posters, school/
look for? college website, staff handbooks, etc.).
B Pupils, staff, parents and carers are aware of online safety rules and expectations.
B Collaborative production and review of policies, for example, evidence of the active use
What is of pupils’ and parents views.
good or B Evidence of monitoring and evaluation processes to ensure understanding of, and
outstanding adherence to, online safety policies.
ice?
practice: B Linked to and a part of other policies, such as safeguarding policies.
B No or minimal online safety policies
When m  Policy is generic and not relevant to the school / college / pupil’s needs
should you ) ) _ _
be B No / irregular review of online safety policy
concerned? o ) o
B Policies exist but are not publicised to the school/ college body and / or are not known by
staff and pupils.

2. What mechanisms does the school / college have in place to support pupils, staff and parents facing
online safety issues?

South West Grid for Learning (SWGfL) concluded in their sexting surveys over time (2009-2014)? of
1,100 11-16 year olds that 74% would prefer to report issues to their friends rather than a ‘trusted
adult’.

_ The 2015 Ofsted’s Online Safety Inspection Data found that reporting is clearly the weakest area of
Why _th's school practice around online safety, with reporting being both poorly understood and inconsistent.
question? Many pupils were unclear about how to report when things went wrong and when they needed
support. Further, in September 2015, Ofsted stated that “Inspectors should investigate what the
school or further education and skills provider does to educate pupils in online safety and how the
provider or school deals with issues when they arise.”

With regards to monitoring and filtering, the 2016 KCSIE statutory guidance states “As schools and

1 p14.

% Sharing personal images and videos among young people, SWGFfL & Plymouth University, 2009;
http://www.swgfl.org.uk/Staying-Safe/Sexting-Survey.

3 p15, Inspecting safeguarding in early years, education and skills settings, Ofsted, September 2015.



http://www.swgfl.org.uk/Staying-Safe/Sexting-Survey



colleges increasingly work online it is essential that children are safeguarded from potentially
harmful and inappropriate online material. As such governing bodies and proprietors should ensure
appropriate filters and appropriate monitoring systems are in place.”
B Online safety clearly recognised as a safeguarding issue within the roles and responsibilities
of the school/ college Designated Safeguarding Leads (DSL)
B Robust reporting channels which could be defined as:
» Well-defined, clearly understood and consistent reporting channels.
> Whole-school/college approach, in which reporting channels include teachers, parents
What to and pupils.
look for? . . . . . .
> Multiple reporting routes for pupils and parents which they have confidence in.
m Clearly articulated procedures for responding to different online risks (Sexting; Online
Bullying; Online grooming etc.)
B Regular review of monitoring and filtering provisions as part of safeguarding responsibilities
e.g. Evidence of communication between technical staff and DSLs
B Links into other relevant policies and procedures e.g. complaints, allegations etc.
Online reporting mechanisms for students and parents.
All staff are aware of sources of support for online safety issues, such as the Professionals
Online Safety Helpline.
B Nominated members of staff with appropriate skills and responsibilities e.g. (DSL), trained
What is and available to deal with the various risks related to online activity.
good or B Planned and effective peer support strategies, e.g. reporting mechanisms / escalation
outstatr_ldlgg processes supported by professionals and teachers.
practce: . . . . . . . . .
B Auditing of online behaviour and risks which provides base line information from the pupils
about the levels and types of online issues prevalent in the school / college.
Regular evaluation of reporting channels and response procedures.
Online safety information / data highlighted within the Head Teacher’s report to the
governing board.
B No / inconsistent reporting channels.
When B No recording processes to enable the school/ college to identify and monitor concerns.
should you
be B Pupils and parents unaware of reporting channels.
concerned?
B Reporting routes pupils and parents lack confidence in.

3. How do you ensure that all staff receive appropriate online safety training that is relevant and
regularly updated?

The SWGfL Online Safety Policy and Practice (2015) report found that over 50% of schools
Why this | had carried out no online safety training for their staff. The 2015 Ofsted inspection data
question? | presented a stronger picture but training was still found to be inconsistent, and suggested
that what senior leadership teams saw as training was not always seen as such by staff.
B Training content which improves staff knowledge of, and expertise in, safe
behaviours and appropriate use of technologies.*
What to . .
look for? Audit of the training needs of all staff.
At least annual training (in-service or online) for all staff.
Online safety training coordinated by recognised appropriate individual (e.g. DSL) or

* This is a specific recommendation for schools from Ofsted’s 2010 landmark report, 7he safe use of new

technologies, p6.






group with online safety responsibility

m DSL has a higher level of training, knowledge and expertise on online safety
issues, with clearly defined responsibilities related to online safety provision for the
school / college community.

What is B Expertise on online safety is developed across a pool of staff, to ensure transfer and
good or sustainability of knowledge and training.

outstanding . . , L .
practice? B Online safety training clearly established within the school/ college’s wider

safeguarding training

B Training content updated to reflect current research and advances in technology as
well as local policy and procedures.

® No recognised individual / group for online safety or they lack appropriate training
and authority

B DSL lacking appropriate training and authority in online safety training.

® No, little or out-of-date training for all staff

When B There are teaching and pastoral staff that have no online safety training.
should you
be B Training on online safety which does not meet the needs of staff — with the aim of
concerned? improving knowledge of, and expertise in, the safe and appropriate use of

technologies.

B Training based on outdated resources / materials.
B Regular training (at least annual) is not undertaken.

B Lack of clarity on who coordinates staff training.

4. Describe how your school/college educates children and young people to build knowledge, skills and
confidence when it comes to online safety? How do you assess its effectiveness?

A key recommendation in the Byron review (2008)° was building the resilience of children to
online issues through progressive and appropriate education. In response to the Byron Review,
Ofsted stated in their 2010 report The safe use of new technologies that schools should
“provide an age-related, comprehensive curriculum for e-safety which enables pupils to become
safe and responsible users of new technologies”.® In September 2015, Ofsted stated that
“Inspectors should investigate what the school or further education and skills provider does to

Why this | educate pupils in online safety ..."”
question? ) . . )
With specific reference to the governing board, the 2016 KCSIE statutory guidance states
“Governing bodies and proprietors should ensure children are taught about safeguarding,
including online, through teaching and learning opportunities, as part of providing a broad and
balanced curriculum. This may include covering relevant issues through personal, social, health
and economic education (PSHE), tutorials (in FE colleges) and / or — for maintained schools and

colleges — through sex and relationship education (SRE)".®

What to B Planned online safety education programme which is:
look for?

» Taught across all age groups, and progresses as pupils grow and develop.

> Safer children in a digital world: the report of the Byron Review (PP/D16(7578)/03/08), DCSF and DCMS, 2008.
® p6, The Safe Use of New Technologies, Ofsted, 2010
7 p15, Inspecting safeqguarding in early years, education and skills settings, Ofsted, September 2015.
8
P17/18.





» Regular as opposed to a one-off online safety sessions.

> Incorporates / make use of relevant national initiatives and opportunities such as
Safer Internet Day and Anti-bullying week.

Use of appropriate and up-to-date resources.

Resources from external providers may be used appropriately to support and compliment
internal programmes.

B Accessible to pupils at different ages and abilities, such as pupils with Special Educational
Needs and Disabilities (SEND), or those with English as an additional language.

Pupils are able to recall, explain and actively use online safety education.

Teachers have access to appropriate training, to ensure teaching on online safety is
undertaken by trained staff.

B Online safety is embedded throughout the school/college curriculum. This

V\g;adtéi means that the knowledge, skills and confidence of pupils, on issues related to online
9 : safety, are planned into all relevant school lessons such as PSHE education, as well as
outstanding . . : -
: Sex and Relationships Education and computing.
practice?
B Regular review of online safety sessions to ensure their relevance.
B Ad-hoc / one-off sessions on online safety, such as sessions only delivered through
assemblies.
When m  Content used is inaccurate, irrelevant, out of date and / or inappropriate for the age of
be - - - - -
concerned? B Sole reliance on external providers to provide online safety education to learners.

B No means to evaluate the effectiveness of education tools, and assess pupils’ learning in
this area.

5. How does the school/college educate parents and the whole school/college community with online
safety?

A key finding from the Ofcom Children’s Media Lives reports (2016)° is that many parents lack
confidence in their ability to support their children in dealing with online risks, due to lack of
. confidence in using technology and digital media. Parent Zone’s 2014 report'° also found
Why this | : - - A -~
Lestion? Suppo_rtlng and e_nablmg pa_ren’_ung has more of a p0_5|t|ve impact on resilience than parental
q | strategies to restrict or monitor internet use”. Accordingly, Ofsted’s 2010 report states schools
should “work closely with all families to help them ensure that their children use new
technologies safely and responsibly both at home and school”.!
B Regular communication, awareness-raising and engagement on online safety issues,
What to such as through the school/college’s communications outlets, such as the school
look for? website and newsletters.
B Regular opportunities for engagement with parents on online safety issues.
B Interactive engagement with parents, with the aim of building skills and confidence in
What is dealing with online risks, as well as general awareness on online safety issues.
good or B Regular and relevant online safety resources and sessions offered to parents. Relevant
outstanding resources will tackle key online risks and behaviours displayed by pupils at different
practice? ages in the school/college.
g g
B Evidence of pupils educating parents.
° P10.

0°p4, "4 Shared Responsibility: Building Children’s Online Resilience”, Parentzone, 2014.
1 p6.





B Online safety information available in a variety of formats which considers the needs
of different parents, such as those with English as an additional language.

When ® No / minimal awareness-raising on online safety issues.
ShOUtl)d you m No online safety engagement with parents.
e
concerned? B Recurrent problem behaviours amongst pupils (such as younger pupils playing games

aimed towards older adolescents and adults).

Appendix 1: Where to go for more support

1. Does the school/college have online safety and acceptable use policies in place? How does the
school/college assess that they are clear, understood and respected by all children and staff?

B Policy Templates, Guidance documents, and Acceptable Use Policy Templates for Education Settings, Kent
County Council: http://www.kelsi.org.uk/support-for-children-and-young-people/child-protection-and-
safeguarding/e-safety

B School Online Safety Policy Templates by the South West grid for Learning (SWGfl). SWGHl is an educational
charitable trust: http://swgfl.org.uk/products-services/esafety/resources/online-safety-policy-templates

London Grid for Learning (LGfL): http://onlinesafety.Igfl.net

'SWGFL 360 degree safe’ audit tool which enables schools to evaluate their own online safety provision:
https://360safe.org.uk/

2. What mechanisms does the school/college have in place to support pupils, staff and parents facing
online safety issues?

B The 2016 Keeping Children Safe in Education statutory guidance depicts a flowchart on page 10, on what
actions to take when there are concerns about a child. These processes should also be followed as
appropriate, when staff have concerns about a child’s online safety / concerns prompted by a child’s behaviour
online:
https://www.gov.uk/government/uploads/system/uploads/attachment_data/file/526153/Keeping_children_safe
_in_education_guidance_from_5_September_2016.pdf

B Advice for practitioners (including school staff) provides detailed information as to what to do if there are
concerns a child is being abused, by the Department of Education, UK Government:
https://www.gov.uk/government/publications/what-to-do-if-youre-worried-a-child-is-being-abused--2

B Sexting Guidance document by the UK CEOP, the Child Exploitation Command of the National Crime Agency
(NCA). This document includes a Sexting response flowchart in Annex 1:
https://www.thinkuknow.co.uk/Teachers/blog/Dates/2013/3/Sexting-in-schools-What-to-do-and-how-to-
handle-it/

B Appropriate filtering and monitoring guides for schools and education settings, by the UK Safer Internet
Centre: http://www.saferinternet.org.uk/advice-and-resources/teachers-and-professionals/appropriate-
filtering-and-monitoring

m CEOP Safety Centre - for help, advice or to report an incident: http://www.ceop.police.uk/

B The Professionals Online Safety Helpline, by the UK Safer Internet Centre:
http://www.saferinternet.org.uk/about/helpline

B Access your local policies and procedures - some regional broadband consortia, local authorities and/or local
safeguarding children’s boards may have specific policies and procedures for responding to some online safety
risks

3. How do you ensure that all staff receive appropriate online safety training that is relevant and
regularly updated?

There is plenty of training material and courses provided by:
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https://www.gov.uk/government/uploads/system/uploads/attachment_data/file/526153/Keeping_children_safe_in_education_guidance_from_5_September_2016.pdf
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CEOP offers one day training for professionals (paid Ambassador training) on online safety.
https://www.thinkuknow.co.uk/teachers/training/paidtrainingDetails/

UK Safer Internet Centre advice and resources for teachers and professionals:
http://www.saferinternet.org.uk/advice-and-resources/teachers-and-professionals and Online Safety Briefings
from young people: www.onlinesafetylive.com

Childnet’s Professional resources: http://www.childnet.com/teachers-and-professionals
Keeping Children Safe Online by the children’s charity NSPCC and CEOP, is an online introductory safeguarding
course for anyone who works with children: https://www.nspcc.org.uk/what-you-can-do/get-expert-

training/keeping-children-safe-online-course/

Access any local support available- some regional broadband consortia, local authorities or local safeguarding
children’s boards offer online safety training for professionals

4. Describe how your school/college educates children and young people to build knowledge, skills and
confidence when it comes to online safety? How do you assess its effectiveness?

There are a number of resources for children and young people developed by organisations who specialise in
children’s online safety:

CEOP’s online safety education programme called Thinkuknow: http://www.thinkuknow.co.uk/
Childnet (a non-for-profit organisation working in online safety): http://www.childnet.com/resources

UK Safer Internet Centre, (a coordinated partnerships of SWGfL, the Internet Watch Foundation and Childnet):
http://www.saferinternet.org.uk/advice-and-resources/young-people

SWGfL and Common Sense Media, which includes curriculum mapping: http://swgfl.org.uk/products-
services/esafety/resources/Digital-Literacy

5. How does the school/college educate parents and the whole school/college community with online
safety?

Parent Zone, a not-for-profit organisation, offers Parents information to help understand the digital world and
raise resilient children. They also offer training for teachers on how to engage parents:
http://parentzone.org.uk/

Parent and Carer support from the UK Safer Internet Centre: http://www.saferinternet.org.uk/advice-and-
resources/parents-and-carers

Childnet, provides information and advice for parents and carer, including a printable sheet available in 12
languages: http://www.childnet.com/resources/supporting-young-people-online

Vodafone's Digital Parenting resources: http://www.vodafonedigitalparenting.co.uk
Netware by NSPCC and 02, offers a guide to social networks for parents. https://www.net-aware.org.uk

Share Aware by NSPCC and 02, offers advice to parents about the internet:
https://www.nspcc.org.uk/preventing-abuse/keeping-children-safe/share-aware

Parentinfo by CEOP and Parent Zone provides high quality information to parents and carers:
http://parentinfo.org

Parents section of CEOP’s Thinkuknow website. https://www.thinkuknow.co.uk/parents/

Engaging parents with online safety by Kent Country Council:
http://www.kelsi.org.uk/__data/assets/pdf_file/0004/29749/Engaging-Families-schools-and-professionals.pdf
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_1543670809.pdf
Key documents for schools

Keeping Children Safe in Education (KCSIE)

Awareness is needed

Page/para Reference | Implication for schools
It is important to note that online safety pervades all aspects of education. Any documentation from the DfE, inspection authorities and
other government departments will make reference to it and to the responsibilities of a school in this area. KCSIE details different types
of abuse and makes clear that the internet can play in part in all forms of abuse — staff need to be aware of this.

11 para 36

11 para 38

11 para 39

12 para 41 Staff should be aware that behaviours linked to Staff therefore need to understand what sexting is and how it can affect young
the likes of...sexting put children in danger. people and their families. Schools should provide evidence of how and when this

information was shared.
12 para 42 All staff should be aware safeguarding issues can | This is new content relating to peer on peer abuse and policies need to be updated

manifest themselves via peer on peer abuse. This | to take account of this.
is most likely to include, but not limited to: e Do all staff know what the policy is for dealing with this?




http://www.bbc.co.uk/news/uk-29692685

http://www.itv.com/news/update/2013-07-02/child-abusers-trying-to-find-new-ways-to-evade-detection/

http://www.itv.com/news/update/2013-07-02/child-abusers-trying-to-find-new-ways-to-evade-detection/



bullying (including cyberbullying), gender based
violence/sexual assaults and sexting. Staff should
be clear as to the school or college’s policy and

procedures with regards to peer on peer abuse.

14 para 47+48

Governing bodies and proprietors should ensure
there are appropriate policies and procedures in
place in order for appropriate action to be taken
in a timely manner to safeguard and promote
children’s welfare.

This should include:

a staff behaviour policy (sometimes called the
code of conduct) which should amongst other
things include — acceptable use of technologies,
staff pupil relationships and communications
including the use of social media.

17 para 67

it is essential that children are safeguarded from

potentially harmful and inappropriate online
material. As such governing bodies and

proprietors should ensure appropriate filters and
appropriate monitoring systems are in place.

17 para 68

Governing bodies and proprietors should ensure
children are taught about safeguarding,
including online, through teaching and learning
opportunities, as part of providing a broad and
balanced curriculum. This may include covering
relevant issues through PSHE, tutorials (in FE
colleges) and/or — for maintained schools

As schools and colleges increasingly work online

Schools must have an AUP.

Schools must make reference to staff/pupil communications online in their code of
conduct.

Consideration needs to be given as to whether volunteers and temporary staff
need to be made aware of these policies. E.g. if staff are not permitted to use their
personal mobile devices when pupils are present then presumably this should
apply to others, e.g. volunteers, parents, temporary teachers? Schools should
provide evidence of how this has been considered.

Are the procedures clear and are they understood by all staff and pupils?

There is now a sub-heading of Online Safety which has been included to reflect the

importance of appropriate online safety measures. Schools must have filtering and
monitoring systems in place. Guidance is available from the UKSIC to support
schools in addressing this. http://www.saferinternet.org.uk/advice-and-
resources/teachers-and-professionals/a

be important to assess what might be appropriate.

Ideally schools would check with their service provider to see that their filtering
and monitoring products are providing the appropriate level of service — a checklist
for providers is available here.

The text has been changed from should consider to should ensure making it clear
that this has to be happening in schools. Teaching online safety is not optional.
Online safety needs to be taught in all schools and at all ages. It needs to be
embedded throughout the curriculum although may fit well into the areas
suggested. The South West Grid for Learning has worked with
CommonSenseMedia to develop a digital literacy curriculum from 4-18 with
excellent resources and materials available to download. http://www.digital-

literacy.org.uk/

Schools need to provide evidence of what they are doing and how effective it is.



http://www.saferinternet.org.uk/advice-and-resources/teachers-and-professionals/appropriate-filtering-and-monitoring

http://www.saferinternet.org.uk/advice-and-resources/teachers-and-professionals/appropriate-filtering-and-monitoring

http://www.saferinternet.org.uk/advice-and-resources/teachers-and-professionals/appropriate-filtering-and-monitoring/provider-checklist

http://www.digital-literacy.org.uk/

http://www.digital-literacy.org.uk/



17 para 69 Whilst it is essential that governing bodies and This is a new addition and reflects the problem of over-blocking. Guidance from
proprietors ensure that appropriate filters and UKSIC on filtering suggests that it needs to be granular. Schools will need to
monitoring systems are in place; they should be consider if it is appropriate to have the same levels of filtering applied to all groups
careful that “over blocking” does not lead to of pupils and staff across the school, regardless of age/stage.
unreasonable restrictions as to what children can
be taught with regards to online teaching and
safeguarding.

19 para 76 Staff should recognise that children are capable This is new. Schools need to specifically reference peer on peer abuse in their child
of abusing their peers. Governing bodies and protection policy. The policy will need to make specific reference to cyberbullying
proprietors should ensure their child protection (and the other types of peer on peer abuse referred to in para 42 (see above). The
policy includes procedures to minimise the risk policy needs to show preventative measures as well as how allegations will be dealt
of peer on peer abuse and sets out how with and how victims will be supported.
allegations of peer on peer abuse will be
investigated and dealt with. This policy should
reflect the different forms peer on peer abuse
can take, make clear that abuse is abuse and
should never be tolerated or passed off as
“banter” or “part of growing up”. It should be
clear as to how victims of peer on peer abuse will
be supported.

19 para 77 Peer on peer abuse can manifest itself in many This is new. Child protection policies will need to make specific references to
ways. Governors and proprietors should ensure sexting and will need to detail the school’s approach —how is it addressed and
sexting and the school or colleges approach to it ://www.saferinternet.org.uk/news i
is reflected in the child protection policy. The sexting-incidents-updated-advice-for-schools
department provides searching screening and
confiscation advice for schools. CEOP has recently The latest guidance on how to deal with sexting: Sexting in schools and colleges:
updated their sexting guidance. responding to incidents and safeguarding young people can be downloaded

52 Child sexual exploitation does not always involve | Recognition of the fact that CSE can often happen online and schools and staff
physical contact and can happen online. need to be mindful of this when considering safeguarding issues.

55 Radicalisation refers to the process by which a Recognition of the role that the internet can play in extremism and radicalisation. A

person comes to support terrorism and forms of
extremism. There is no single way of identifying
an individual who is likely to be susceptible to an

DfE document helps to explain how the internet can be used to radicalise young

people.




http://www.saferinternet.org.uk/news/responding-to-and-managing-sexting-incidents-updated-advice-for-schools

http://www.saferinternet.org.uk/news/responding-to-and-managing-sexting-incidents-updated-advice-for-schools

https://www.gov.uk/government/uploads/system/uploads/attachment_data/file/551575/6.2439_KG_NCA_Sexting_in_Schools_WEB__1_.PDF

https://www.gov.uk/government/uploads/system/uploads/attachment_data/file/440450/How_social_media_is_used_to_encourage_travel_to_Syria_and_Iraq.pdf



56

61 Annex C:
Online safety

62 Staff training

extremist ideology. It can happen in many
different ways and settings. Specific background
factors may contribute to vulnerability which are
often combined with specific influences such as
family, friends or online, and with specific needs
for which an extremist or terrorist group may
appear to provide an answer. The internet and
the use of social media in particular has become a
major factor in the radicalisation of young
people.

Schools must ensure that children are safe from
terrorist and extremist material when access the
internet in schools.

Whilst filtering and monitoring are an important

part of the online safety picture for schools and
colleges to consider, it is only one part.
Governors and proprietors should consider a
whole school approach to online safety. This will
include a clear policy on the use of mobile
technology in the school. Many children have
unlimited and unrestricted access to the internet
via 3G and 4G in particular and the school and
college should carefully consider how this is
managed on their premises.

Governors and proprietors should ensure that as
part of the requirement for staff to undergo
regularly updated safeguarding training (para 64)

Schools must therefore ensure that filtering is in place and that the CTIRU list is
deployed. However this will only provide protection to the school network. 3G and
4G access or other available Wi-Fi will not necessarily offer the same safeguards
and schools will need to consider the education and preventative measures (along
with reporting routes) that they have in place to protect pupils who are accessing
the internet whilst in school but not using the school network and infrastructure.

Schools should have a clear policy on the use of mobile technology in the school.

This should cover both staff and pupil use. There should be some evidence of the
discussions that took place to consider how online safety is addressed in school.
Pupils should be involved in such discussions.

When developing the clear policy on the use of mobile technology, schools may
wish to consider the following:

e Isit clear to everyone?

e Does it apply to pupils and staff?

e Isit followed consistently?

Does it reflect what actually happens in school?

Is it proportionate?

e Does the policy make a difference?

e Were the right people involved in the creation of the policy?

Schools will need to demonstrate that online safety is an integral part of their
overall safeguarding training. The training will need to be updated regularly and






68), that online safety training for staff is

overarching safeguarding approach.

Appropriate filtering for education settings

and the requirement to ensure children are will need to address the latest issues and ensure that children can be taught
taught about safeguarding, including online (para  effectively about online safety.

integrated, aligned and considered as part of the

Schools should ensure that access to illegal content is

blocked.

Filtering providers should be IWF members and block
access to lllegal Child Abuse Images and content (CAIC).

Is the filtering provider a member of the IWF?

Is the filtering provider applying the CAIC list?

Schools should use the provider checklist http://www.saferinternet.org.uk/advice-and-
resources/teachers-and-professionals/appropriate-filtering-and-monitoring/provider-
checklist to ensure that their filtering providers are meeting minimum requirements.

Filtering providers should integrate “the police assessed
list of unlawful terrorist content, produced on behalf of the
Home Office”.

Is the filtering provider applying the CTIRU list?

Is the filtering managing the following types of content?
e Discrimination

Drugs/substance abuse

Extremism

Malware/hacking

Pornography

Piracy and copyright theft

Self-harm

e Violence

It is important to consider whether there is enough granularity within the filtering for
schools to be able to effectively teach the curriculum. If legitimate sites are blocked then
staff should be able to request and receive access in an appropriate time-frame.

Filtering providers should be clear how their system does not over block access so it does
not lead to unreasonable restrictions.

Is filtering differentiated by age?

If a school is using uniform filtering for pupils of all ages (and for staff) then this is not fit for
purpose.

Does the filtering system have the ability to identify users?

There is a link here to passwords and user access. Pupils should have individual usernames
and passwords (at least from Key Stage 2 and above). Ofsted noted in their report
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Inspecting e-safety that passwords [that] are shared or common with all but the youngest
children would be seen as an indicator of inadequate practice.

Appropriate monitoring for education settings

KCSIE states that schools must ensure appropriate monitoring systems are in place.

circumstances.

There are a range of monitoring strategies and systems available and any strategy selected should be informed by a risk assessment and local

Physical monitoring most suited to low risk situations
where staff are able to supervise children using
technology. (This could be staff monitoring use or technical
solutions where a member of staff can look at all screens in
the room from a central console).

Points to consider:
e Can be resource intensive
e Not as easy to monitor with mobile devices
e Pupils are aware they are being monitored and so adapt their behaviour
e Possible to intervene immediately and use an issue as a teaching point

Technical monitoring this can include logfile information
which details websites accessed by and search terms used
by individuals.

Points to consider:
e Who is going to analyse the logfile information and what will then happen with any
information found?
e How often are block/monitoring lists updated by the provider.
e Can the logfile identify an individual user — if not then what is the purpose?
Effective intervention can only take place if an individual can be identified.
e How often are logs reviewed? Is this effective?
If information is held by the school and it indicated potential harm (e.g. pupils
searching for extremist content, self-harm, suicide etc.) then it must be acted upon.

Active/Pro-active technology monitoring services useful
when the risk is assessed as higher. Use is monitored
through keywords and other indicators across different
devices. These systems will often generate alerts for the
school to act upon. Some will be monitored by a third-
party and can also provide support with any intervention
needed.

Points to consider:
o Need to be aware of which devices and operating systems are covered
e Costs can be high
e Important to ensure that there is enough internal capability and capacity to
manage the system
e There can be a lot of false-positives which can be time consuming and challenging
to interrogate and interpret






Prevent Duty Guidance: https://www.gov.uk/government/publications/prevent-duty-guidance

Page/para Reference Implication for schools

12,71 IT Policies Schools are specified authorities: (see page 11, para 65)
Specified authorities will be expected to The proprietors® of maintained schools, non-maintained special schools,
ensure children are safe from terrorist and maintained nursery schools, independent schools (including academies and free
extremist material when accessing the internet ~ schools) and alternative provision academies.

in school, including by establishing appropriate | The only way to ensure that children are safe from this type of content is to

levels of filtering. educate. Filtering must ensure that this type of content is blocked and so
schools should ensure that the CTIRU list is being integrated by filtering
providers. It is also important to demonstrate how pupils and staff are being
educated around these issues.

The Prevent duty — Departmental advice for schools and childcare providers -
https://www.gov.uk/government/uploads/system/uploads/attachment_data/file/439598/prevent-duty-departmental-advice-v6.pdf

Page/para Reference Implication for schools

6 Schools and childcare providers should be aware of the | All staff need to receive training.
increased risk of online radicalisation... Schools should work with the local authority and police to understand the

risks in their area.

8 Schools should ensure that suitable filtering is in place \ See above...

8 Schools have an important role to play in equipping Important to note the responsibility for equipping children to stay safe
children and young people to stay safe online, both in | both in school and outside. This has to be through education (as well as
school and outside. filtering and monitoring).

Internet safety will usually be integral to a school’s ICT
curriculum and can also be embedded in PSHE and

SRE.
8 As with other online risks of harm, every teacher All teachers need to have some awareness of this. Schools should provide
needs to be aware of the risks posed by the online evidence of how this was done and when/how it was updated.

activity of extremist and terrorist groups.

1 Reference in this guidance to the ‘proprietor’ in the case of a maintained school, maintained nursery school and non-maintained special school is a reference to the
governing body of the school.



https://www.gov.uk/government/publications/prevent-duty-guidance

https://www.gov.uk/government/uploads/system/uploads/attachment_data/file/439598/prevent-duty-departmental-advice-v6.pdf



Some of the guidance around online safety can be quite controversial and can provoke a great deal of debate amongst staff in school. For example the DfE
document Cyberbullying: Advice for headteachers and school staff states

e do not give out personal contact details — if pupils need to contact you with regard to homework or exams, always use your school’s contact details.
On school trips, staff should have a school mobile phone rather than having to rely on their own.

and similarly the recently published Cyberbullying: Understand, prevent and respond — guidance for schools

e jf being able to contact pupils by their mobile becomes necessary — for example on a school trip — school employees should only use school-owned
mobiles to store numbers and contact pupils.

Despite this guidance many schools still do not provide school mobile phones. Keeping Children Safe in Education (KCSIE) makes clear that staff members
working with children are advised to maintain an attitude of “it could happen here” where safequarding is concerned. Policies which make exceptions
around some of these issues are likely to be flawed.






